Web API Authorization
Web API authorization is the security process that determines what an authenticated user or application is allowed to do. While authentication verifies who a user is, authorization specifies which resources they can access and what actions (GET, POST, PUT, DELETE) they can perform. [1, 2]

1. Common API Authorization Concepts
Before writing code, you need to understand the main mechanisms used to handle permissions:
· Scopes: Common in OAuth 2.0. They define coarse-grained permissions granted to an application (e.g., read:messages, write:settings). [1]
· Role-Based Access Control (RBAC): Permissions are assigned to specific groups or roles (e.g., Admin, Manager, User). [1]
· Attribute-Based or Policy-Based Control: Granular rules evaluated at runtime based on the user's data, context, or specific custom requirements. [1, 2]

2. Step-by-Step Implementation Guide
Most modern APIs use JSON Web Tokens (JWT) for stateless authentication and authorization. Here is how the complete workflow operates between a client and a server. [1, 2]

Step 1: The Client Requests an Access Token
The client sends credentials (like a username/password or API key) to an authorization endpoint. [1, 2]
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POST /api/auth/login
Content-Type: application/json

{
  "username": "alice",
  "password": "supersecretpassword"
}

Step 2: The Server Generates the JWT with Claims
Once the credentials are valid, the server creates a token. Inside this token, it embeds metadata called Claims (such as user ID, role, or scopes). This data is signed using a secret key to prevent tampering. [1, 2, 3]
[image: ]
// Example of decoded JWT Payload (Claims)
{
  "sub": "1234567890",
  "name": "Alice Smith",
  "role": "Admin",
  "scope": "read:profile write:orders"
}

Step 3: The Client Sends the Token with Requests
For subsequent requests to protected endpoints, the client attaches the token inside the HTTP Authorization header using the Bearer scheme. [1, 2]
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GET /api/orders
Authorization: Bearer <your_jwt_token_here>

Step 4: The Server Evaluates Authorization
The API intercepts the request via a middleware layer to decode and validate the token. [1, 2]
· If the token is invalid or expired, the server returns 401 Unauthorized. [1, 2]
· If the token is valid but the user lacks the correct claims or roles for that endpoint, the server returns 403 Forbidden. [1, 2]

3. Code Example: Implementing Protection
Different frameworks utilize built-in attributes or decorators to enforce authorization rules on endpoints.

Node.js (Express with JWT Middleware)
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const express = require('express');
const jwt = require('express-jwt');

const app = express();

// Middleware to validate the JWT
const checkJWT = jwt({ secret: 'your-server-secret', algorithms: ['HS256'] });

// Middleware to check for a specific role
function requireRole(role) {
  return (req, res, next) => {
    if (req.user && req.user.role === role) {
      next(); // User has the role, proceed to the endpoint
    } else {
      res.status(403).json({ message: 'Forbidden: Insufficient permissions' });
    }
  };
}

// Protected Route: Requires authentication AND 'Admin' role
app.get('/api/admin/dashboard', checkJWT, requireRole('Admin'), (req, res) => {
  res.json({ message: "Welcome to the Admin Dashboard!" });
});

C# (.NET Core Web API)
[image: C# Icons from dashboardicons.com]
using Microsoft.AspNetCore.Authorization;
using Microsoft.AspNetCore.Mvc;

[ApiController]
[Route("api/[controller]")]
public class OrdersController : ControllerBase {
  // Restricts access strictly to users belonging to the "Admin" role
  [HttpGet("dashboard")]
  [Authorize(Roles = "Admin")] 
  public IActionResult GetAdminDashboard() {
    return Ok(new { message = "Welcome to the Admin Dashboard!" });
  }
}

4. Best Practices for API Authorization
· Always Use HTTPS: Authorization tokens or credentials sent over plain HTTP can easily be intercepted. [1, 2]
· Principle of Least Privilege: Users or third-party apps should only be granted the minimum scopes/permissions necessary to do their job. [1]
· Validate Tokens Server-Side: Always signature-verify incoming tokens using the server's private/symmetric keys before checking embedded permissions. [1, 2]
· Keep Tokens Short-Lived: Use short expiration windows for access tokens (e.g., 15 minutes) coupled with refresh tokens to mitigate risks if a token gets exposed. [1, 2]
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